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Abstract

Vision-language models (VLMs), such as Contrastive Language—Image Pretraining (CLIP),
are increasingly deployed in real-world applications, including content moderation, misin-
formation detection, and fraud analysis, making their robustness to adversarial attacks a
critical concern. While adversarial robustness has been widely studied in unimodal models,
modality-specific vulnerabilities in multimodal models remain underexplored. In this
work, we analyze CLIP by applying gradient-based adversarial attacks to its vision and
language modalities, both independently and jointly, and evaluating performance on two
multimodal classification benchmarks: the Facebook Hateful Memes dataset and a large-
scale Suspicious Car Parts dataset. Using Fast Gradient Sign Method (FGSM) and Projected
Gradient Descent (PGD) attacks along with multiple adversarial retraining strategies, we
show that adversarial perturbations on the image modality consistently cause the most
severe and unstable performance degradation. These results demonstrate that the vision
modality is the primary vulnerability in CLIP, highlighting the need for modality-specific
defense strategies that focus more on the weaker modality in multimodal systems.

Keywords: vision-language models; adversarial attack; adversarial robustness

1. Introduction

Vision-language models (VLMs), such as Contrastive Language-Image Pretraining
(CLIP) [1], integrate visual and textual modalities to perform complex tasks across safety-
critical domains, including healthcare diagnostics, autonomous driving, and content mod-
eration. As these models are increasingly used in high-risk areas such as detecting misinfor-
mation and identifying fraud, it is crucial to ensure they can withstand adversarial attacks
and are not easily fooled. As these models are used more often in sensitive and important
situations, people are becoming increasingly worried about how easily they can be tricked.
Adversarial attacks use carefully crafted inputs to fool the model into making incorrect
predictions, which can reduce trust in Al systems and make them unsafe for use in the real
world. Protecting multimodal models is more difficult than protecting models that use only
one type of data. This is because small changes to the image, the text, or both at the same
time can affect how the model connects and understands information across modalities,
which can affect its overall performance. Even so, there has not been much research to fully
understand how these different parts of the model interact under adversarial attacks.

Most existing adversarial defense methods focus on models that use only one type of
data, such as only images or only text. While these methods work well in those separate
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domains, they do not consider that, in a multimodal model, the image and text parts
may not be equally vulnerable [2-8]. Prior work on CLIP’s adversarial robustness [9,10]
has discussed its overall vulnerability but has not systematically compared the relative
susceptibility of its vision and language encoders, nor determined which modality forms
the weakest impact.

In this work, we address this gap by conducting a systematic empirical study of CLIP’s
adversarial robustness under controlled modality-specific attack scenarios. We apply
gradient-based attacks to the vision modality, the language modality, and both modalities
jointly, and evaluate performance across two multimodal classification benchmarks: the
Facebook Hateful Memes dataset and a large-scale Suspicious Car Parts dataset constructed
using a graph-based labeling methodology. To further isolate modality contributions, we
introduce a selective freezing adversarial training protocol that alternates between freezing
the vision and language encoders during retraining. This setup enables us to examine how
each modality independently contributes to robustness and recovery under attack. Our
focus is on the research question: Which modality in CLIP is more adversarially vulnerable
under structured perturbation systems? To find an answer to this research question, this paper
makes the following contributions:

*  We present a detailed study that separately examines how the vision and language
parts of CLIP respond to adversarial attacks. Specifically, we test each encoder inde-
pendently using two commonly used adversarial attacks: Fast Gradient Sign Method
(FGSM) and Projected Gradient Descent (PGD) on two real-world multimodal datasets:
the Facebook Hateful Memes dataset and a large-scale Suspicious Car Parts dataset.

*  We demonstrate that the vision modality is the primary vulnerability in CLIP, consis-
tently causing more performance degradation than text-only attacks, a finding that
holds across both datasets and attack methods.

*  We evaluate multiple adversarial retraining strategies involving selective encoder
freezing, showing that modality-specific defenses focused on the vision encoder can
achieve greater competitive robustness than full-model adversarial training.

Our results offer practical guidance on how to design smarter, modality-aware de-
fenses that strengthen vision-language models without the high computational cost of
retraining the entire model with adversarial data. This is especially important for real-
world applications where computational resources are limited. By showing that the vision
part of CLIP is more vulnerable and that focusing defenses on this encoder is effective, our
work provides a clear path toward building more robust and trustworthy vision-language
models that can better resist adversarial attacks in real-world use.

The remainder of this paper is organized as follows. Section 2 presents the prob-
lem statement along with the scope and assumptions of this study. Section 3 reviews
related work on adversarial robustness in unimodal and multimodal models. Section 4
describes the datasets used, including the Hateful Memes and Suspicious Car Parts datasets.
Section 5 details the proposed methodology, adversarial attack settings, and experimental
configuration. Section 6 presents the experiments conducted. Section 7 discusses the ex-
perimental results and analysis. Section 8 discusses the findings, implications, and open
research questions. Finally, Section 9 concludes the paper.

2. Problem Statement and Assumptions
2.1. Problem Definition

Let f : Ximg X Xt — Y denote a multimodal classifier mapping image-text input pairs
to a discrete label set Y. In this work, f is instantiated as CLIP (ViT-B/32) extended with a
linear classification head, and Y = {0, 1} for both binary classification tasks considered.
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An adversarial attack on the image modality produces a perturbed image
Ximg = Ximg + Jimg such that [|dimglle < € and f(xj,,, Xoxt) # f(Ximg, Xtxt). This defi-
nition applies to text-modality attacks operating in the continuous embedding space. The
main question of this work is: Which modality in CLIP is more adversarially vulnerable under

structured perturbation systems?

2.2. Scope, Limitations, and Assumptions
We analyze the research question under the following assumptions:

*  The analysis assumes a white-box threat model, in which the attacker has access to
model gradients and architecture during adversarial example generation. Under this
assumption, only gradient-based attacks (FGSM and PGD) are evaluated. Combi-
natorial text-space attacks (e.g., word substitution) are excluded because they are
incompatible with the continuous embedding-space perturbation framework applied
uniformly across both modalities.

*  The experiments are limited to a single CLIP architecture (ViT-B/32) and may not
generalize directly to all vision-language models.

*  The classification tasks used in this study represent specific multimodal applications,
but they may not reflect all types of multimodal interactions that appear in other tasks,
such as visual question answering or image caption generation.

Within these constraints, the study aims to provide insights into how adversarial
perturbations affect different modalities in CLIP and whether robustness improvements
can be achieved by focusing defensive strategies on the most vulnerable component.

3. Related Work

Al-driven secure architectures, and the robustness of intelligent systems in adver-
sarial environments, are a growing interest [11]. In recent years, the field of adversarial
machine learning, in particular, has gained significant attention, with researchers focusing
on understanding and mitigating adversarial attacks that target machine learning models,
particularly in areas such as image and text classification. Adversarial attacks involve the
manipulation of input data in a way that can mislead models into producing incorrect
outputs, posing serious risks to applications in security-sensitive domains [12,13].

3.1. Literature Review Method

The literature review was conducted through a structured search of major digital
libraries, including IEEE Xplore, ACM Digital Library, arXiv, and Google Scholar. Key-
words used in the search included adversarial machine learning, adversarial attacks,
vision-language models, adversarial robustness, and CLIP. Studies were selected based
on relevance to adversarial robustness in image models, text models, and multimodal
architectures. Priority was given to recent publications proposing attack methods, defense
strategies, and robustness analyses for vision-language models. The selected literature was
then categorized into three groups: adversarial attacks on images, adversarial attacks on
text, and adversarial attacks on multimodal models.

3.2. Adversarial Attack on Image

White-box attacks assume complete knowledge of the model architecture, parameters,
and training data, allowing attackers to directly compute gradients and craft highly effective
perturbations [14,15]. In contrast, black-box attacks operate with limited or no knowledge
of the model internals, relying instead on query access to generate adversarial examples
through techniques such as transfer attacks or gradient estimation [16,17]. Between these
extremes lie gray-box attacks, where partial information about the model is available [18].

https:/ /doi.org/10.3390/ai7040135


https://doi.org/10.3390/ai7040135

Al 2026, 7, 135

40f19

For image data, notable techniques include the Fast Gradient Sign Method (FGSM).
FGSM, introduced by Goodfellow et al. [19], generates adversarial examples through a
single-step gradient update in the direction that maximizes the loss function, offering
computational efficiency at the cost of perturbation strength. This method creates adver-
sarial perturbations by exploiting the gradient information of models [14,20,21]. PGD,
developed by Madry et al. [15], extends this approach through iterative optimization with
projection steps to maintain perturbations within specified bounds, producing more robust
adversarial examples that have become a standard benchmark for evaluating model ro-
bustness. Additional sophisticated image attack methods include the Carlini & Wagner
(C&W) attack [14], which formulates adversarial example generation as an optimization
problem to find minimal perturbations, and DeepFool [22], which computes the minimum
perturbation required to cross decision boundaries.

3.3. Adversarial Attacks on Text

Adversarial attacks on textual data present unique challenges due to the discrete
nature of language and the constraints imposed by semantic coherence and grammatical
correctness [23]. Unlike continuous image perturbations, text adversarial examples must
maintain readability while altering model predictions. Character-level attacks introduce
minor modifications such as typos, insertions, or deletions that exploit model vulnerabilities
to noisy inputs [24,25]. Word-level attacks substitute words with synonyms or contextually
similar alternatives, often using word embeddings to identify replacements that preserve
semantic meaning while misleading classifiers [7,26]. Sentence-level attacks involve more
substantial modifications, including paraphrasing or reordering, to evade detection while
maintaining the original intent [27,28]. Recent work has explored the use of large language
models to generate fluent adversarial text that is virtually indistinguishable from natural
language [29].

3.4. Multimodal Adversarial Attacks

While adversarial robustness has been extensively studied for unimodal settings [2-4],
with substantial progress in understanding attacks on images [5,6] and text [7,8] inde-
pendently, research on adversarial attacks targeting multimodal models remains com-
paratively limited. Early work on multimodal adversarial attacks focused primarily on
vision-language models. Xu et al. [30] demonstrated that perturbations in image inputs
could significantly affect text-conditioned generation tasks, while Shayegani et al. [31]
showed that carefully crafted visual inputs could manipulate language model outputs in
vision-language models.

For CLIP specifically, several studies have examined adversarial vulnerabilities.
Mao et al. [9] investigated the robustness of CLIP’s zero-shot classification capabilities
under adversarial perturbations, finding that the model exhibits vulnerabilities similar
to those of traditional supervised models. Schlarmann and Hein [10] demonstrated that
CLIP can be attacked through both image and text modalities, with attacks on the text en-
coder proving particularly effective due to the discrete optimization challenges in crafting
adversarial text.

4. Dataset
4.1. Hateful Meme Dataset

For this experiment, we will use the Facebook Hateful Memes dataset, a multimodal
dataset designed for studying hate speech detection in memes by combining image and
text modalities. The dataset consists of 10,000 memes, each containing both an image and
an overlaid text caption, making it well-suited for evaluating the adversarial robustness of
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CLIP in a sentiment analysis context (See Figure 1). The dataset also includes a JSON file
containing the image path, a text field with the meme’s text, and a label indicating whether
the meme is hateful. The dataset can be found in Kaggle [32]. The overview of the dataset
is given below:

e Total samples: 10,000 memes

e Train set: 8500 memes

e  Validation set: 500 memes

e  Test set: 1000 memes

e  Labels: Binary classification (0 = non-hateful, 1 = hateful)

*  Number of samples per class for Training set: Class 0 = 5450, Class 1 = 3050

you canighe racist if
there S0 other race

I'm not sick, 'm twisted _

sick makes it sound
like there's a cure

Figure 1. Random sample of images from Hateful Meme Dataset. The samples show the variety of
colors, wording, and tone.

DataPreprocessing

All images are preprocessed using the official pipeline associated with the openai/clip-
vit-base-patch32 model to ensure consistency with CLIP’s pretraining configuration. Each
image is resized such that the shorter side is scaled to 224 pixels while preserving the
original aspect ratio using bicubic interpolation, followed by a center crop to obtain a fixed
224 x 224 resolution. The cropped image is then converted to a floating-point tensor
with pixel values scaled to the [0, 1] range and normalized using CLIP’s predefined
mean (0.48145466, 0.4578275, 0.40821073) and standard deviation (0.26862954, 0.26130258,
0.27577711). This normalization aligns the input distribution with the statistics used dur-
ing CLIP pretraining. All adversarial perturbations are applied after preprocessing and
normalization, ensuring that gradients are computed in the same input space used during
training and evaluation.

To mitigate class imbalance in the Hateful Memes dataset, we performed data synthesis
by augmenting the minority class, the "Hateful” class. The augmentation is performed by
duplicating underrepresented samples with slight text variations (e.g., paraphrasing or
synonyms) and applying mild image augmentations (e.g., color jittering, slight rotation,
and random cropping).

4.2. Suspicious Car-Parts Dataset

To determine whether an advertisement on a marketplace platform is likely to involve
car parts that may appear suspicious of being stolen, we first collected data from two popu-
lar websites: Craigslist and OfferUp. Using a custom web scraping process, we gathered
approximately 1,048,575 posts along with their associated images. An example of a post
related to car parts from our dataset is shown in Figure 2. This marketplace corpus has also
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supported related studies on visual representation learning and downstream analysis of
car-parts listings, including single-modal visual embedding analysis and clustering-based
evaluation [33,34].

Vehicle history report
@ VinAudit did not find a salvage record
@ No accidents reported

Buy VinAudit report for $1.99

Description

BASIC INFORMATION 4-Cyl, 2.7 Liter White Exterior Color 2 Door Truck 20 City / 26 Hwy Manual, 5-Spd w/Overdrive 2WD 2 Keys VIN:
STENXACNSAZ739575 3 seats Stock #: 2000728755 More details here: https://www.carvana.com/vehicle/1571335

Figure 2. An example of a post from OfferUp, which includes several images and textual descriptions.

For the Suspicious Car Parts dataset, image preprocessing follows the same stan-
dardized CLIP pipeline used for the Hateful Memes dataset to ensure consistency across
experiments. Raw marketplace images are first loaded in RGB format without manual
cropping or additional filtering. Each image is resized so that the shorter side is scaled to
224 pixels, preserving the aspect ratio using bicubic interpolation, followed by a center crop
to obtain a 224 x 224 resolution. Dataset-specific augmentation or custom preprocessing
has not been applied prior to adversarial training, to ensure that performance differences
arise from adversarial perturbations rather than preprocessing discrepancies.

Since manual labeling of a dataset of this size was not practical, we developed an
automated proxy-labeling method based on a relatedness graph. The goal of this graph was
not to establish ground-truth theft, but to identify posts with elevated risk indicators based
on repeated or coordinated posting behavior. To build the graph, we created a named entity
recognition (NER) dataset that extracted key information from each post. The NER system
identified several types of entities, including username, phone number, email, location,
and longevity, following an entity-centric view of marketplace listings that has also been
used in related SCP studies [35]. For graph construction, we primarily used extracted
phone numbers.

Along with phone number, we also needed to know if multiple posts have the same
image. For this purpose, we used a hash map generated during the data collection phase.
In our dataset, image metadata is stored in a JSON format where the filename contains a
unique hash identifier. By parsing the string following the first underscore in the file path
(extracting the hash from ..._09G07g...), we obtained a unique hash index for each image.
We then compared these indices across the dataset, and a match indicated that two different
posts contained the exact same image file. These signals reflect relatedness between posts,
not proof that the listed items are stolen.

Using both phone number matches and shared image hashes, we built a relatedness
graph where each node represented an individual post. An edge was added between two
nodes if the posts shared a phone number or an image as shown in Figure 3. Once the graph
was constructed, we computed all connected components (CCs). Each CC group’s posts
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are mutually accessible through these relationships, indicating a high degree of connection
among the posts. The methodology is shown in Figure 4.

Figure 3. A connected component of size 12. The two subgraphs are connected by a particular node
(colored in blue), e.g., a node that shares a phone number with five other nodes.

-
@ 1. DATA INGESTION 2. FEATURE EXTRACTION
TEXTUAL MODALITY BRANCH
-3 (322) 555-5883
i .- (322) 554-5883
—> —_— - ‘___ g (322) 536-5799 —
Named Entity Recognition | ———
Text Parsi R) System Extracted
Craigslist OfferUp s SRR Pho:e ?;nelbers
Source Source ;‘> Isolate Extracted Phone Numbers
VISUAL MODALITY BRANCH
Fﬁ—l 010101001 ASAAS00P6375PH
w I \ 011010010 H3A539BI1{12508
G - _, @\Q = ototo1ool e
L= @oioion | [ e
I Hashing Algorith
Raw Ad Posts Pllmagg it ety 1 e St Image Hash
\\ (Multimodal) / o Generate Discrete Image Hash Indices Indices
{ ¢ ’
3. GRAPH CONSTRUCTION & ANALYSIS 4. HEURISTIC LABELING (5. FINAL LABELED
DATASET
Relatedness Graph
] ])Ceml(:ln'ltiini“ilc Labeled Dataset
onditional Output
Aﬁolzioest ‘» T Sh;r:‘crlﬂl::rgne Threshold s
B B i
H D /Sha:ed Image ()
i B Hashes A
Ad Post (Ad Post) P_003
ds yerer. >

Label =1
(High Risk)

* 002: Label
P_003: Label 1
P_004: Label 1

O
Structural 0
i >
Topology Analysis Label = 0
Isolate Subgraphs based Strongly Connected (Low Risk) Ready for Downstream

on Shared Information Components (SCCs) \ Analysis & Model Training

Figure 4. Labeling methodology of suspicious car parts posts.

From the graph, we identified a total of 51,447 connected components (CCs) of different
sizes. To define a high-risk proxy class, we used a heuristic threshold of eighteen posts per
connected component. Under our graph construction, larger components reflect stronger
repeated or coordinated posting patterns induced by shared phone numbers and/or exact
image reuse. We emphasize that this cutoff is an operational choice for proxy labeling, not
a validated universal boundary for determining whether a listing contains stolen parts.
Thus, posts belonging to CCs larger than eighteen were assigned the high-risk proxy label
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(label 1), while posts in smaller components were assigned the low-risk proxy label (label 0).
This procedure yielded approximately 15% of posts in the high-risk class [36]. We now
present that prevalence only as a broad contextual outcome of the labeling procedure,
rather than as direct validation from the prior literature. Future work should examine the
sensitivity of results to alternative thresholds and, where feasible, compare proxy labels
against manually audited subsets. After constructing the relatedness graph and labeling
posts using CC membership, the dataset was split into training and validation sets while
maintaining class distribution consistency across splits. Because only approximately 15% of
posts were labeled as high-risk, preserving class balance on splits was necessary to ensure
reliable evaluation using balanced accuracy. Marketplace datasets often contain repeated
seller identifiers or contact information that can correlate with labels. In our dataset, such
information was used only for labeling through graph construction and not as explicit
input features. The model receives only the post text and associated images, reducing
the likelihood that predictions are supported by phone numbers, URLs, or metadata
rather than semantic content. Although labels are derived from graph components, the
model input does not include phone numbers or image hashes, reducing direct leakage of
labeling features. This dataset design also provides a useful test bed for related studies of
marketplace-image representations and few-shot extraction from SCP listings [33-35].
The overview of the dataset is given below:

o  Total samples: 1,048,575 posts

¢ Train set: 838,860 posts

e  Validation set: 209,715

*  Labels: Binary classification (0 = no risk, 1 = high risk)

To illustrate the pipeline in Figure 4, we discuss a simplified but representative example
of how five hypothetical marketplace posts are processed from raw collection to their
final labels. The example is constructed to reflect the types of patterns observed in the
real dataset.

Image hashes are computed from the image filename column. In Table 1, posts P1,
P2, and P3 all share phone number 2452242825. Additionally, P1 and P2 share image hash
09G07g, indicating they contain the exact same image. An undirected graph is constructed,
with each node representing a post. An edge is added between two nodes if they share
a phone number or an image hash. Applying this rule, we have P1-P2 (shared phone
2542242825 AND shared image hash 09G07g) and P1-P3 (shared phone 2542242825). Thus,
we have a resulting graph containing a connected component of size 3 for posts P1, P2, and
P3. As the size of the connected component is less than 18, we can label posts P1, P2, and
P3 as 0 for low risk.

Table 1. Example of Suspicious Car Parts dataset.

Post Title Description NER Phone Image Filename
Number
P1  BMW 3-series Good condition, minor 2542242825 eSWztVe_09G07g_600x450.jpg:
front bumper  scratches 1186545.jpg
P2 BMWbumper All power options 2542242825 rWsftZt_09G07g_600x450.jpg:
work.  Cash is pre- 3445561 jpg
ferred
P3  CarsaleBMW All power options 254-224-2825 qRsftGr_0BR15g_600x450.jpg:
work. Cash is pre- 6712364.jpg
ferred
P4 Honda Civic Good condition. Cash  796-444-1295 gRebTe_0TORr2g_600x450.jpg:
headlights only 5535513.jpg
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5. Methodology

We want to evaluate the robustness of visual language models such as CLIP in a classi-
fication task using the Hateful Memes and Suspicious Car Parts datasets. For this purpose,
we designed a series of experiments to understand which modality impacts adversarial
robustness. Our main goal is to assess how adversarial perturbations affect CLIP’s perfor-
mance when applied to its image and text modalities, individually and together, and also to
understand the efficiency of adversarial training as a defense mechanism. The specific meth-
ods used in this study are described below, with a focus on adversarial example generation,
selective modality freezing, and robustness evaluation under different conditions.

In Figure 5, we show that from the hateful meme dataset, each input meme consists of
an image and its corresponding text caption. To process this multimodal input, we first
extract features from both modalities separately. The image is passed through CLIP’s vision
encoder, which converts it into a high-dimensional embedding that captures its visual
semantics. Simultaneously, the text associated with the meme is tokenized using CLIP’s
tokenizer and then processed by the text encoder to generate a corresponding text embed-
ding. These two embeddings are then jointly fed into the CLIP model, which is designed to
align and understand cross-modal relationships between visual and textual inputs.

CLIP Encoders
Visual Input Meme

e T Classification
FE)
marital status : Head
. CLIP Visual G G Output
Vision Embedding —_— Classes
Encoder v R [
bR Y @ =) | @

= ~ * o
mna rela(!onshen.. Fused § ng
Representation = =
Concat @ —>; 2 c R10% —> Q%; -1 8

—— o 5

& 5
o =

= :
marital status?? CLIP Text ey - S
in a relationsheep.. > Text 2| Embedding Fused
Encoder u € R512 Multimodal S
T Text Representation
Extracted Text Embedding

Input

Figure 5. Baseline architecture of methodology of binary classification with CLIP using Hateful
Memes dataset.

Given an input pair (Xjjug, Xtxt), the pretrained CLIP encoders independently produce
two L2-normalized embeddings. The image encoder (ViT-B/32) maps x;;,, to a vision
embedding v € R512 and the text encoder maps Xy to a text embedding u € R512,
Text inputs are tokenized using the CLIP processor with padding and truncation before
being passed to the encoder. Both embeddings are L2-normalized, following the standard
CLIP implementation:

(% 0= u
lo]l2” ]2

0= , where 9, € R,

The two normalized embeddings are fused by concatenation along the feature dimen-
sion to form a single multimodal representation z € R!%24. Concatenation was chosen over
element-wise operations (addition, multiplication) because it preserves the full, indepen-
dent information content of both modalities in a single vector, allowing the subsequent
classification head to learn modality-specific discriminative features rather than forcing
them into a shared activation pattern. The fused representation z € R10?* is passed through
a two-layer classification head:
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1. Fully connected layer: Input dimension is 1024, Output dimension is 512.
2. Output layer: Input dimension is 512, Output dimension is 2 (binary classification)

Since our task is supervised binary classification, the model is trained end-to-end
using cross-entropy loss with L2 weight decay (A = 1 x 10~%) applied to the classification
head parameters. For a batch of N samples, the training objective is:

1 N
LY logplys |2+ AIWIE, 0
i=1

E:

where p(y; | z;) is the softmax probability assigned to true label y; € {0, 1}, and W denotes
the classification head weight matrix. The Adam optimizer is used with a learning rate of
5x 1074

*  Baseline: At the beginning, we established a performance baseline for CLIP on the
Hateful Memes dataset. The dataset contains multimodal image-text pairs labeled as
hateful or non-hateful. We use CLIP’s pretrained vision encoder to process the images
and its text encoder to process the corresponding text extracted from the dataset’s
JSON file. The image and text embeddings are then combined and passed through
a classification head to predict whether a meme is hateful or not. We evaluate the
model using accuracy and Fl-score for this classification task. This baseline process is
illustrated in Figure 5.

*  Adversarial Example with Perturbed Image: We applied perturbations to the images
using the Fast Gradient Sign Method (FGSM), an adversarial attack that modifies pixel
values in the direction of the gradient of the loss function with respect to the input
image [19]. We began our approach with the PGD, making it a suitable choice for an
initial exploration of adversarial vulnerabilities. The magnitude of the perturbation
€ = 8/255 is to ensure subtle but effective alterations. Text input remains unchanged
and we measure the resulting drop in CLIP classification performance.

*  Adversarial Example with Perturbed Text: To generate adversarial examples for the
text modality, we used a similar approach to the image-based attack by applying the
FGSM directly to the text embeddings. Unlike images, textual inputs are discrete
and cannot be directly perturbed using gradient-based methods without breaking
syntactic validity or tokenizer constraints. To maintain semantic consistency while
enabling gradient-based adversarial perturbations, we apply FGSM perturbations in
the continuous text-embedding space produced by CLIP’s text encoder. This allowed
us to evaluate CLIP’s performance under text-specific adversarial perturbations and
assess the susceptibility of the language encoder to such attacks.

e Image-Text Adversarial Example: To evaluate the combined effect of adversarial
attacks on both modalities, we simultaneously applied perturbations to the image and
text inputs using FGSM. This joint attack scenario created a more realistic adversarial
setting, where an attacker targeted visual and textual components to compromise the
model’s performance. It showed a comprehensive assessment of the robustness of
CLIP when faced with multimodal adversarial threats.

*  Adversarial Training with Frozen Language Encoder: To strengthen the robustness
of CLIP and understand vulnerabilities specific to each modality, we conducted
adversarial training while selectively freezing the image or text encoder. In this
phase, we generate adversarial examples from the image modality and retrain the
model while keeping the language encoder’s parameters fixed. This allowed us to
assess the ability of the visual encoder to adapt to adversarial perturbations. During
training, only the vision encoder’s parameter was updated.

https:/ /doi.org/10.3390/ai7040135
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¢  Multimodal Perturbation under Frozen Text Encoder: We repeated the previous
phase, but in this phase, we created both text and image adversarial examples to
perform adversarial training along with clean images and texts. This setup evaluated
whether enhancing the robustness of the vision encoder alone can effectively defend
against multimodal attacks.

e  Text-Modality Attack with Frozen Vision Encoder: We generate adversarial examples
from the text modality and retrain the CLIP model while keeping the vision encoder
frozen. This approach isolates the ability of the language encoder to handle adversarial
perturbations and allows us to evaluate its independent contribution to the overall
robustness of the model.

¢  Multimodal Adversarial Training with Frozen Image Encoder: We repeated the
previous setup by training on adversarial examples from both the image and text
modalities while keeping the vision encoder frozen. This allowed us to assess the
language encoder’s capacity to manage combined adversarial attacks and its impact
on maintaining model robustness under dual perturbations.

e Full Adversarial Training: We conducted adversarial training using perturbed inputs
from both the image and text modalities without freezing any component of the model.
This training approach allowed both the vision and language encoders to jointly adapt
to adversarial perturbations, serving as a comprehensive defense strategy to maximize
overall model robustness.

By repeating this methodology on the Suspicious Car Parts dataset, we wanted to
identify which modality, image or text, is more vulnerable to adversarial attack in the CLIP
model. As we compare frozen and unfrozen adversarial training, our goal is to determine
whether modality-specific defenses can achieve robustness comparable to that of full-model
training, to make adversarial training more efficient.

6. Experiments
6.1. Evaluation Method

For quantitative evaluation, we use Fl-score and balanced accuracy to assess CLIP’s
robustness on the two datasets, particularly under adversarial attacks. These metrics
will help measure performance degradation caused by adversarial perturbations and
improvements gained through adversarial training. We compare results against baseline
CLIP performance on clean data, expecting a significant drop under attack and partial
recovery with adversarial training.

To account for randomness in training and adversarial example generation, each
experiment was repeated five times using different random seeds. For each phase, we
report the average performance across these runs using the evaluation metrics described
earlier (F1-score for the Hateful Memes dataset and balanced accuracy for the Suspicious
Car Parts dataset). Along with the average results, we also examine how the results
vary between runs by analyzing the distribution of performance under each experimental
setting. These distributions are visualized in Figure 6 to illustrate the stability of the model
under different adversarial training setups. This evaluation helps ensure that the reported
robustness trends are consistent and not driven by a single stochastic training instance.
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Figure 6. Normal distribution of model performance on five independent runs under different adver-

sarial training configurations. (a) Performance distributions when only one modality is adversarially

perturbed. (b) Performance distributions when both the image and text modalities are adversarially

perturbed simultaneously.

6.2. Experimental Details

We have designed the experiments to evaluate the robustness of CLIP against vari-

ous adversarial scenarios on the Hateful Memes dataset. For this purpose we used the

following setup:

Model Configuration: We used CLIP as the base model for our experiments. We used
the pretrained model, which is openai/clip-vit-base-patch32 from the HuggingFace
Transformers library. This model uses a Vision Transformer (ViT) [37] model archi-
tecture for image encoding; the "ViT-B’ base variant with a patch size of 32. Both
the image and text encoder extract 512-dimensional image and text features. The
classification head is a fully connected layer that maps the 1024-d concatenated multi-
modal embedding to 2 output logits. The 1024-d input derives from concatenating the
two independently L2-normalized 512-d embeddings produced by CLIP’s image and
text encoders, respectively.

Hyperparameter Configuration: In this experiment, we used Adam optimizer with
a learning rate of 0.0005. We used L2 regularization to prevent overfitting. All
experiments were conducted on an L40s GPU with 35 GB of dedicated memory. A
batch size of 32 is used for both datasets across all training conditions. This value
balances GPU memory utilization on the L40s (35 GB) with stable gradient estimates,
and is consistent with common practice for fine-tuning CLIP models. The training
is run for a maximum of 10 epochs for the Hateful Memes dataset and 5 epochs for
the Suspicious Car Parts dataset. The reduced epoch count for Suspicious Car Parts
reflects its substantially larger training set. We applied early stopping with a patience
of 3 epochs based on validation balanced accuracy (Suspicious Car Parts) or validation
F1-score (Hateful Memes); if the monitored metric does not improve for 3 consecutive
epochs, training is halted and the checkpoint with the best validation metric is restored
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for evaluation. This prevents overfitting during adversarial retraining, where the
model is exposed to perturbed inputs that can cause unstable loss.

Attack Configuration and Threat Model: To evaluate robustness under realistic adver-
saries, we apply both FGSM and PGD attacks under a white-box, untargeted /w-
bounded threat model. FGSM generates adversarial examples in a single gradient step,
making it a computationally efficient baseline that establishes a lower bound on model
vulnerability. PGD extends FGSM through iterative optimization with projection,
producing stronger adversarial examples that represent a more reliable upper bound
on vulnerability. The perturbation budget for image-based attacks is set to e = 8/255
under the /o, norm, which is a commonly adopted standard in the adversarial robust-
ness literature for evaluating perceptually constrained attacks on image classifiers.
This magnitude ensures that perturbations remain visually imperceptible while being
sufficiently strong to meaningfully affect model robustness.

The PGD step size is set to &« = 2/255, which balances sufficient gradient signal per
step against the risk of overshooting the e-ball boundary. Five iterations are used,
which is sufficient to produce near-convergent adversarial examples within the small
€ = 8/255 budget without high computational cost during adversarial retraining. The
same perturbation budget and iteration settings are consistently applied across all
modality-specific and multimodal attack scenarios to ensure fair comparison between
vision-only, text-only, and joint perturbations.

For text embedding attacks, the perturbation magnitude is chosen to match the scale
of the image perturbation budget relative to embedding norms, ensuring that attacks
remain bounded within a controlled I constraint in the continuous embedding space.

7. Result and Analysis

In Tables 2 and 3, we see that adversarial perturbations applied to the vision modality

consistently degrade performance across both datasets. On the Hateful Memes dataset,

attacking only the vision modality reduces the F1-score from 75 to 62.34, which is slightly

better than attacking the language modality (62.29). In the Suspicious Car Parts dataset,

attacking the vision modality reduces balanced accuracy from 79 to 74, matching the

degradation caused by language-only attacks (74.61). When both modalities are attacked

simultaneously, the model shows the largest performance drop, indicating that CLIP is not

robust across modalities and is vulnerable to multimodal perturbations.

Table 2. F1-scores of CLIP under various attack and adversarial training conditions on Hateful Meme
dataset. C = Clean, P = Perturbed.

Method Vision Modality Text Modality F1-Score
Baseline C C 75.00
Attacking Vision Model P C 62.34
Attacking Language Model C P 62.29
Attacking Vision and Language Models p p 61.12
Retraining Vision Model and Freezing Language Model p C/P 71.65/71.76
Retraining Language Model and Freezing Vision Model C/P P 72.76/70.8
Retraining Vision and Language Models P P 71.39
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Table 3. Balanced accuracy of CLIP under various attack and adversarial training conditions on
Suspicious Car Parts dataset. C = Clean, P = Perturbed.

Method Vision Modality Text Modality Accuracy
Baseline C C 79.00
Attacking Vision Model P C 74.00
Attacking Language Model C P 74.61
Attacking Vision and Language Models P P 74.00
Retraining Vision Model and Freezing Language Model P C/P 77.87/75.11
Retraining Language Model and Freezing Vision Model C/P p 75.12/74.80
Retraining Vision and Language Models p p 77.92

We evaluate adversarial retraining strategies by selectively training one modality
while freezing the other. On the Hateful Memes dataset, we observe that the model experi-
ences a significant drop in performance when adversarial perturbations are applied to the
image modality. When we use perturbed images or keep the vision encoder frozen during
adversarial retraining, performance degrades substantially (71.65 and 70.80, respectively).
This indicates that the model struggles to maintain robustness when visual representations
are compromised or when it cannot learn from the data. Similarly, in the Suspicious Car
Parts dataset, during the retraining phase, the worst performance is obtained either when
the image encoder is frozen or when adversarial perturbations are applied to the images
(75.11 and 74.80, respectively). In both cases, the model fails to recover its performance, sug-
gesting that the visual component plays a critical role in determining the overall robustness
of the model.

Tables 2 and 3 reveal that CLIP shows the greatest vulnerability when adversarial
perturbations are applied to the image modality, regardless of whether the accompanying
text is clean or perturbed. We ran each phase five times, plotted the results, and generated
a normal distribution as shown in Figure 6. In Figure 6a, where only one modality is per-
turbed, the accuracy drops more noticeably when images are attacked and the text encoder
is frozen, while the model remains more stable when text embeddings are perturbed and
the vision encoder is frozen. This indicates that the vision modality is more vulnerable
to adversarial perturbations, as image attacks cause greater performance degradation
and variability. In Figure 6b, where both the image and text modalities are adversarially
perturbed, the model still achieves slightly better performance when the vision encoder
is frozen compared to when the text encoder is frozen. However, we also observe more
variability in performance when the image encoder is frozen. This increased variability
suggests that the vision modality is less stable and more sensitive to adversarial perturba-
tions. In other words, small changes in the visual input lead to larger and less predictable
fluctuations in performance, indicating that the vision encoder is more prone to attack and
therefore less robust than the language encoder.

The confusion matrices in Figure 7 show that the retraining language and freeze
vision model with both perturbed image and text inputs has the highest misclassification
rates, meaning it performs the worst as shown in Figure 7a. This indicates that when
the vision encoder is frozen, the model becomes highly vulnerable to adversarial attacks,
especially from image perturbations. However, allowing the vision encoder to adapt
improves robustness. Overall, these results confirm that the vision modality is the weaker
part of CLIP under adversarial conditions.
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Figure 7. Confusion matrix for hateful meme classification under four conditions. (a) Retraining the
language model and freezing the vision model with perturbed images and text. (b) Retraining the
language model and freezing the vision model with perturbed text and clean images. (c) Retraining
the vision model and freezing the language model with perturbed images and text. (d) Retraining
the vision model and freezing the language model with perturbed images and clean text.

8. Discussion

8.1. Reasons for Vision Modality Vulnerability

This study consistently shows that the vision modality in CLIP is more sensitive
to adversarial perturbations than the text modality. In both datasets used in this work
(the Hateful Memes and Suspicious Car Parts datasets), attacks on the image modal-
ity resulted in larger performance drops and greater variation across experimental runs.
These results indicate that the visual encoder is a major point of vulnerability in CLIP’s

multimodal architecture.
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This observation can be explained by several architectural characteristics of CLIP.
Images are represented as continuous pixel values, which makes them naturally vulnerable
to small gradient-based perturbations. Even slight changes in pixel intensity can pass
through the vision encoder and significantly alter the resulting embedding. However, text
inputs are discrete and must first be converted into token embeddings, which provides
some inherent robustness because attacks cannot directly modify the original tokens.

CLIP’s image encoder uses a Vision Transformer (ViT-B/32) architecture, which di-
vides each 224 x 224 image into a 7 x 7 grid of 49 non-overlapping 32 x 32-pixel patches.
Each patch is linearly projected into a 768-dimensional token embedding and processed
jointly by the Transformer’s self-attention layers. Because adversarial perturbations are
applied uniformly across all pixel dimensions before patch extraction, a single € = 8/255 per-
turbation simultaneously corrupts all 49 patch embeddings. The self-attention mechanism
then propagates these corrupted patch representations across the entire sequence, allowing
a perturbation originating in one spatial region to distort the global image representation
through attention-weighted aggregation.

Text perturbations in this study are applied in the continuous embedding space rather
than directly modifying the discrete tokens. While this allows gradient-based attacks to be
applied, it still constrains the magnitude of meaningful semantic changes compared to pixel-
level perturbations in images. As a result, adversarial modifications to text embeddings
tend to produce smaller shifts in the joint representation than equivalent perturbations in
the visual modality.

8.2. Statistical Variability and Stability of Adversarial Conditions

The normal distribution plots in Figure 6 show an important insight that mean perfor-
mance alone does not reveal. When adversarial perturbations are applied to images, the
results show wider distributions (higher variance) across the five runs compared to when
only text is perturbed. In Figure 6a, the distribution for the image-perturbed/text-frozen
condition is much wider than the text-perturbed /vision-frozen condition, indicating that
image attacks not only reduce performance but also cause greater instability between runs.

In Figure 4b, where both modalities are perturbed, the vision-encoder-frozen distri-
bution is wider than the text-encoder-frozen distribution, even though the frozen-vision
condition achieves slightly higher mean accuracy. This widening of variance under frozen-
vision conditions during multimodal attack suggests that when the vision encoder is
prevented from adapting during adversarial retraining, the model’s performance becomes
more sensitive to random initialization and batch ordering, presumably because the text
encoder alone cannot consistently compensate for the corrupted visual representations in
different training runs.

From a deployment perspective, variability is just as important as mean performance.
A system with slightly lower accuracy but stable results may be more reliable than one
with higher mean accuracy but unpredictable failures, especially in high-risk applications
like content moderation or fraud detection. Our results show that retraining strategies
that allow the vision encoder to adapt not only improve average performance but also
lead to more consistent and predictable behavior. This important practical benefit can be
overlooked when results are reported only as mean values without considering variability.

8.3. Open Research Questions and Future Directions

While this work provides empirical evidence of modality-specific adversarial vul-
nerability in CLIP, several open research questions remain. It is not clear whether the
vulnerability patterns observed in this study generalize to other multimodal architec-
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tures beyond CLIP. Future work should evaluate modality-specific robustness in newer
vision-language models to determine whether the models show similar patterns.

The interaction between modalities under adversarial perturbations warrants further
investigation. In multimodal systems, perturbations applied to one modality may indi-
rectly influence the representation of another modality through cross-modal alignment
mechanisms. Understanding these interactions could lead to improved defense strategies.

This study focuses on gradient-based white-box attacks under controlled perturbation
constraints. Future research should investigate additional threat models, including black-
box attacks, generative adversarial methods, and real-world adversarial scenarios, to better
understand the robustness of multimodal systems in practical deployment environments.

9. Conclusions

This paper presented a systematic study of modality-specific adversarial vulnerabili-
ties in the CLIP vision-language model. By applying adversarial perturbations indepen-
dently to image and text modalities and evaluating robustness across two multimodal
datasets, we demonstrated that perturbations applied to the visual modality consistently
produce greater performance degradation and variability than perturbations applied to
textual inputs. These findings suggest that the visual encoder represents a primary vulner-
ability in CLIP’s architecture. The results highlight the importance of analyzing robustness
at the modality level and suggest that future defense strategies for multimodal systems
may benefit from prioritizing the protection of the most vulnerable component.
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